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THE CELLCLa TtLEco~t~t,,"~'tC"TtO~!L~DUSTKYAS50Cl.-\TTO~

THE P1:uOHAL. COM.~L~lCATIONSINDUSTRY ASSOCtATION
THE TtL£COMMtJ"NICAnONs L-roVSTRY AssOClA.TION

THE UNITED STATts T£UPHONE AISOC"TIOlli

March 20. 1998

The Honcrablc Janet Rl:fto
U.S. De"anment ofJum~.
TCm!1 a..l\Q Ce:tnsunnion Avcftu.. N.w.
WashiDrtcc. DC 20530

Dea: Attemcy Gencai Reno:

Thank you fot your teC8t1C tetter. ,tariJYinlsevct'3J issues raisc4 at our liat
meeting with Assistant Auomcy General SIeVe Collate ancI the fBl. We gl~Y ~;;C~t

your offu of ti.a.:thcr aiarific:a&ioll 01\ tNt FlIt's FiMl Noli!:. ofCa_icy.

We are concemed. however. II oehcrrema&nia,1 ciiyisi~ becween ,neW'try allQ

the Oe1'anment of Justice - particularly the FBI's irWsaCl rhac chc Gompliance c1eac1line
"'1m omy be exteftciecl for carriers that 11= 10 provide aU nina of chi "pu=hlist" items as
well as the .8urn~·5 failLft to l"Cl:oaN%. wt cDmpliaace is act reuanablY achievable
,"",ithin the current stannary c1eacili= for cWftnuy i.Dsta11cc:t or deployed technologies.

It it umeaaon.ble to uk LDdusU)' to pu.rsue impiemnwion of the pwu:ruist
features at this time wbeD.neilher the FBI ftar the Eftha=ed Surveillance SWU1ard (ESS)
Committee has aevelopeci deaallcc1 and standardized sp:citiwioas Cor these requirementS.
This is. in esscD~e. a oamaa.cl that if inciusuy wams aD. extension it must abazuion its
deeply neld. Views. about wlW feaa.&m CALEA ~u.itn, Finally. failure to c1eem
cur=mly insWled or UployeAteehftolo'leJ in cOnll"limcc will shi*, costs unreasonably
to inclustl'y aDA impose campetiu~e c1isaevanta;es between ciiffetent ;arriers anc:i
t~lolia.

For chae reasoas. we wowcl wsdemand ifyau ciRiclc. u you ha¥e previously
inciicateeL that the bac r=oll&UOD of rhia iMu is 10 ~ueaa biDClizsI OelemWwlDn frem
the Feclcra1 CommUDicatlons Commission. Such a request will not afiect indusU"Y's
.....i1linaness to pant;ip.. in either the 6Q..day pricma exereise cltscusscct at our meeting
Oft Friday. Match 6, 1991. me 0Il-lDiq ESS effon. or moumy's commitment to c1cvelo~

CALEA SOLu.tioDS for Nun utebDolalies.

9E/t2"c:;j
S6t>1 ESE 202 l::H.L Wd10:~ 8661·2 .~~
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We :lpPf~ia.te your ~ofttinu.ed. personal involvement in these: :tTcns an~ hope that
<Ut efficient impl=:m=tiwion. of CALEA will 10011 13. pouibte.

.,
,"".... aliiCIa
na CtU1dlr Tel.. ,...-_
~.Wri••

Sinee:ely.

.1..,
" .J
till c.....118
J.I.,At .
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Thank you Mr. Chairman for giving me the opporwnitY to a~~ear before ~·Ol.1 :lnd

the other c:I.isunguisned. members of yOW' committee. No one an riispule that thcs~ hearinis are

timely ana ncceuary. My appnrmc= today is on behalf of the members of th~

Telecommuni,ations lMl.lstry Association rnA",. nA repn:5Cnts more th:n 600 l:nitcci States

companies that manufacture ami supply the I:l:\wpment t1W is the bubcnc of the

te1ecommuni,adons industry - from switches for landllne. cellular. PCS aDd sateHlte systems to

pagers to tWo-~'ay racllos.

[mplemenwion of the Communications Assistance for L.aw Eaforcement Act of

1994 ("CAtEA") is ~ all impasse that industry anA govemmelU have not been able to brcU.

Conpess in=ncied that most of the implementation of the aa wou1c1 have occum:d by the aetlS

founn annivenary, October 25, 1991. Resren:ably. for ther reasons I will discuss below, that

deaeiline cannot be met.

I am pleasea to report. however. that in the put week maDuiacnlms nav~

received a number of pt'Omisinl sissWs from Ute FBL After seve~ mcmhs of being e:cclud.d

from meetings. last week T1A and several manufKtW'efS wete =ntaetee1 by Mike Wam:n. the

c\cw section head. for the CAl.EA lml'lemenwian Se=on at the FBI. He asked for a series of

ml:ctinp and has offereci to enter into socci faith nqotiations with the manufacturers. with ttle

hope of ac:hie\'Ul1 an AFt811leal Cil CALiA's capabilitY requirements.

TJnfcntwwcly, tbis is not cbe tiftt tLme that suds an ~peal has been mace by the

FBI. In many ways.. m.: FBI's~t requat i, remiftilc:mt of these we received when we flm

belllD the stIDdard.s process in early 1995. immediately after the passale or CALEA.

At that time. me fBI approKbecl11A aa4 uJ=l. unci.m&DGably. to be invol\'eti

in the sW1clanls procas. TIA wu Clad to welcome the FBt into u. prooas. hoping that with the

constrUctive pll'ticipatian of law amercement we wou.lcl be able co arrive as a stmUlard Uw wa.

S6~t ESE 202 ~I~
,....~......... --- --- Wdt0:~ 866t·2 .~~
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ac~eptable to all panics. [nticcQ. as rct'e~ted in our Enginc¢rina ~an~J.l. TlA hilS JI\\ :lYS

encouraged the active panicipation of lovcmrnen.t entities in our stanclards pro~ess.

UnfortW1ately, o~r attempts tQ avoid ~onfrontatioQ and at goed faith negcuitlcl\

with law enforcement have put us when: we are today: a yes: away from the compliance

deadline aac1 Still without a standa:cl to which to build..

B. The Standards P!"DCa.

M the pruicienl of nA.. 1 am. in a uniQuc J)OSitiOD to comment on the inciustry

swu:iard.s ptOccu and. now w. urivecl. at our curmlt situation. TIA. as an institution acc:r=aitc:c:l

by Che American National StaDdatcb tnstiNr. (ANSI). was sel=teel'by the telecommunications

indUStrY to promullate d2e incluscrY5 CALEA standarci.

Upon plSSale of CAI.EA. nA ptompUy mici.ted a staadarcls program. TtA set

an ambitiou.s scheciulc •• hoping to c:amptelC the SW1da:Q on an extremely .x.pediteel buis.

Although there wen: some substaDtive cllu;teemems wtthm ln4Ustry (as th=re aJways uw in 4l

standarcts I'ro=ss). these were resolved Oft a fairly rapid basis.

Oisapeemeftts wim the FBI. however. were not so easily resol"ccL It gradua.11y

became s.pl'arent that law enforcement and inc1umy had m.arkcclly different interpretations or

what was reqWcd under CAL£A.

In retrOSpect. we shoulct have done whit CALEA provides: passed the (eanzres on

which industry a;reeci as the iDdusrry -.safe harborll staadard aDd !Did the FBI that if it considered

this standarci to be detkia" it sbaWd. challenlt the standucl at U1c FCC. Instead. however. we

accel'ted. repeated FBI requests for more cocswwion. more maetinp. and more drafts - aU in

the hopes or arriving at same a=epcable middle ground wnc:re me FBI a.tU1 industrY could rcac:h

COftsensu.s..

In f&t.. far the pat two and a bIJf yeas. a VIl1 ~orityof the: SW1Clatds meetings

~ cievotee! CO adciresaiDllaw mforcc:menrs CODCemS a.ncl seekU21s~ an aarnment.
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SUMMARY

AT&T Wireless Services, Inc., (11 AWS" ), Lucent

Technologies Inc., ("Lucent") and Ericsson Inc. ("Ericsson")

bring this petition under Section 107(c) of the Communications

Assistance for Law Enforcement Act ("CALEA"), 47 U.S.C.

§§ 1001 et se~., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

This extension request is urgent. Further development of

a CALEA solution in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucentts or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no return" whereby

development commitments toward the existing standard will

become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension as soon as possible, effective

October 25, 1998, for the full 2-year period.

[10194-G080/cxtensionJ - 31Jl19B



Before the
FEDERAL COMMUNICATIONS COMMISSION

Washington, D.C. 20554

In the Matter of )
)

Petition for the Extension of the )
Compliance Date under Section 107 )
of the Communications Assistance )
for Law Enforcement Act )
by AT&T Wireless Services, Inc., )
Lucent Technologies Inc., and )
Ericsson Inc. )

To: The Commission

PETITION FOR EXTENSION OF COMPLIANCE DATE

AT&T Wireless Services, Inc., ( "AWS"), Lucent

Technologies Inc., ( "Lucent") and Ericsson Inc. ("Ericsson")

bring this petition under Section 107(c) of the Communications

Assistance for Law Enforcement Act (IICALEA"), 47 U.S.C.

§§ 1001 et seQ., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

I. BACKGROUND

A. Petitioners

AWS is a wholly-owned subsidiary of AT&T Corporation and

is the leading provider of wireless communications services in

the United States. AWS is a IItelecommunications carrier" as

[IOI94..()()801extensionj- -2- 3131198



that term is defined in Section 102(8) of CALEA. 47 U.S.C.

§ 1001(8) (B) (i) ("a person or entity engaged in providing

commercial mobile radio service (as defined in section 332(d)

of the Communications Act of 1934 (47 U.S.C. § 332(dl)) ") As

such, AWS. is obligated to meet the assistance capability

requirements of Section 103 of CALEA for equipment, services

or facilities installed or deployed after January 1, 1995.

To meet these obligations, AWS must consult, as

necessary, in a timely fashion, "with manufacturers of its

telecommunications transmission and switching equipment and

it:s providers of telecommunications support services. II ~ 47

U.S.C. § 100S(a). AWS has done so on a continuous basis since

it first proposed the standardization of electronic

surveillance requirements in 1995 under the auspices of the

Telecommunications Industry Association ("TIA"). 1

Lucent Technologies designs, builds and delivers a wide

range of public and private networks, communications systems

and software, data networking systems, business telephone

systems and microelectronic components. Lucent is one of

AWS's telecommunications equipment manufacturers. Lucent has

participated in the standards process from the outset in order

to make available, on a reasonably timely basis and at a

1 AWS took the industry lead in proposing the standardization
of electronic surveillance requirements with the full support and
encouragement of law enforcement. AWS also provided the chair of
the ad hoc subcommittee. Finally, AWS, by letter agreement with the

[10194-OO80/extension1 -3- 3131~B



reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

Ericsson designs, builds and delivers a wide range of

public and private networks, communications systems and

software, data networking systems, business telephone systems

and microelectronic components. Ericsson is one of AWS's

telecommunications equipment manufacturers. Ericsson has

participated in the standards process from the outset in order

to make available, on a reasonably timely basis and at a

reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

B. The Industry Standard

The Commission is well aware of the history. of the

development of the industry standard and its adoption on

November 20, :997, as an interim standard. 2 The Commission

also knows that the Federal Bureau of Investigation (II FBI 11)

has long claimed that the standard is deficient because it

Department of Justice, funded the editorial function until CALEA
funds became available to reimburse AWS (which has yet to occur) .

2 ~ In the Matt~r of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97­
213, FCC 97-356, released October 10, 1997 [hereinafter "FCC NPRM 1I

],

~ 44 (recogniZing that the industry standard was pending ballot
comments) i see also FCC NPRM Comments of TIA, filed December 12,
1997, at 6 (advising Commission that TIA had approved and published
J-STD-025 as TIA interim standard) . '.

[10194-OO80/extcnsion] -4- 3131198



does not include certain enhanced sur~eillance functionality

that law enforcement deems important. 3

On March 27, 1998, the FBI challenged the indust=y

standard as "deficient" by filing a petition with the

Commission under Section 107(b). Further, privacy advocates

filed a deficiency petition on March 25, 1998, claiming that

the existing industry standard goes too far in providing law

enforcement certain capabilities and fails to protect the

privacy of communications not authorized to be intercepted.

The Commission now must establish by rule, on the record

and with public comment, the technical requirements or

standards necessary to implement the assistance capability

requirements of CALEA. 47 U.S.C. § 1006(b). With the industry

standard now in a de jure limbo, the development of CALEA­

compliant technology must await the outcome of the

Commission's proceedings. 4

As the Commission knows, and as the FBI itself has

recognized, the ordinary development cycle for hardware and

3 ~ FCC NPRM Comments of FBI, filed December 12, 1997, at 37-
38.

4 It is not the purpose of this petition to comment on the
FBI's deficiency petition. Petitioners recognize that the
Commission may provide a reasonable time and conditions for
compliance with and the transition to any new standard as part of
that rulemaking. 47 U.S.C. § l006(bl (5). Petitioners believe that,
at a minimum, the extension requested in this Petition should be
granted, but reserve the right to seek a longer period of time based

[10I94.ooS0/extension) . -5- 3131/98



software is 24 months after promulgation of a standard. 5

There is no dispute that the standardized delivery of

electronic surveillance information is critical to the

efficient implementation of CALEA. Indeed, law enforcement

itself depends on the development and implementation of a

standard to develop its collection equipment necessary to

receive surveillance information from carriers. 6 Accordingly,

the absence of a stable standard ensures delay in the delivery

of CALEA-compliant technology and underscores the need for an .

extension of the compliance date.

c. Com=dssion Procedures for Extension

In the FCC NPRM, the Commission stated that October 24,

1998 is the last day by which an extension may be sought and

that the Commission may grant an extension of time until

on the complexity of, or any additions to, the industry standard as
a result of the deficiency petition rulemaking.

5 ~ FCC NPRM Comments of TIA, at 9 ("Standard industry
practice requires 24-30 months of development before manufacturers
can even release a software package containing new features."); ~
alaQ Department of Justice Communications Assistance for Law
Enforcement Act Implementation Report to Congress, January 26, 1998,
cited in FCC NPRM Reply Comments of Cellular Telecommunications
Industry Association ("CTIA"), Attachment D.

6 It is the understanding of Petitioners that no contracts have
been let by the FBI for the development of collection equipment.
Thus, even if a carrier was poised to deliver electronic
surveillance information consistent with the industry standard or as
enhanced by the FBI punch list, law enforcement would not be able to
receive it. This further supports the validity of an extension.

(10194.()080/eXlCnsionJ -6- 3131198



October 24, 2000. 7 The Commission did not promulgate specific

rules for sUbmitting requests, but proposed to permit carriers

to petition the Commission for an extension on the basis of

criteria specified in Section 109 to determine whether it is

reasonably achievable for the petitioning carrier to comply.8

In its initial and reply comments to the Commission, AWS

suggested that the proper criteria for approving a carrier's

extension request is a showing that the technol0sY necessary

for compliance is not commercially available. 9 That is the

Section 107 test for an extension. 1o No other test should be

applied to this petition. The Commission has not promulgated

any other rules or guidance for an extension under CALEA.

II. APPLICABLE LAW

A. Petition for Extension

Section 107 of CALEA provides that a telecommunications

carrier proposing to install or deploy, or having installed or

deployed, any equipment, facility, or service prior to the

7 ~ In the Matter of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97­
213, FCC 97-356, released October 10, 1997, , 49.

B l.d..... ~ 50.

9 ~ FCC NPRM Comments of AT&T corp., filed December 12, 1997,
at 24; and FCC NPRM Reply Comments of AT&T Corp., filed February 11,
1998, at 10.

[10194~80/ext~onl -7- 3131/98



effective date of Section 103 of CALEA may petition the

Commission for one or more extensions of the deadline for

complying with the assistance capability requi::-ements of

CALEA. 47 U.S.C. § 1006(c} (1). On its face, Section 107

petitions apply to "new" equipment, facilities and services

that are not subject to government reimbursement; that is,

equipment, facilities or services installed or deployed after

January 1, 1995. 11

The FBI has defined "installed or deployed" as follows:

Installed or deployed means that, on a specific
switchinq system, equipment, facilities, or
services are operable and available for use by
the carrier I s customers. 12

Under this definition, a significant amount of AWS's current

network was installed or deployed after January 1, 1995. 13

Further, AWS continues to install equipment, facilities and

10 Of course, the reasonable achievability test may be relevant
once the price of CALEA-compliant hardware and software is known.

11 ~ 47 U.S.C. § 1006(c) (4) (IIAn extension under this
subsection shall apply to only that part of the carrier's business
on which the ~ equipment, facility, or service is used.") (emphasis
added). Any equipment, services or facilities installed or deployed
prior to January 1, 1995, is deemed to be in compliance with the
assistance capability requirements of CALEA until the Attorney
General agrees to reimburse carriers for the costs of retrofitting.
~ 47 U.S.C. § 100B(b).

12 ~ 28 C.F.R. § 100.10.

13 Neither AWS nor the telecommunications industry agree with
the FBI definition of "installed or deployed."

(lOl94.Q080/cx1etlSiont . -8- 31311'98



services throughout its service areas. CALEA-compliant

solutions for equipment, services or facilities installed or

deployed, or proposed to be installed or deployed, during the

compliance period simply are not available.

B. Grounds for Extension

Section l07(c) of CALEA provides the following grounds

for granting an extension:

The Commission may, after consultation with the
Attorney General, grant an extension under this
subsection, if the Commission determines that
compliance with the assistance capability
requirements under section 103 is not
reasonably achievable through application of
technology available within the compliance
period.

47 U.S.C. § l006(c) (emphasis added). As noted above, neither

of AWS's primary vendors will have CALEA-compliant technology

available within the compliance period or for up to two years

thereafter.

As the Commission no doubt understands, manufacturers

have not been idle. However, further proceeding with current

development in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no return" whereby

development commitments toward the existing standard will

[10194-0080/cxtension] - -9- 3131198



become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

C. Length of Extension

Section 107 provides that the Commission shall extend the

compliance date for the lesser of two years after the date on

which the extension is granted or the period the Commission

finds is necessary for the carrier to comply. There is no

dispute, even with the FBI, that it takes up to 2 years to

develop technology to an industry standard. Carriers then

need time to field test and deploy the technology. Thus, 2

years may not be enough time to meet the assistance capability

requirements of CALEA and further extensions may be necessary.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension, effective October 25, 1998,

for the full 2-year period.

D. Conditions for Extension

AWS, Lucent and Ericsson have a statutory obligation

under Section 106 of CALEA to continue to consult and

cooperate to ensure that CALEA-compliant hardware and software

will be available on a reasonably timely basis and at a

rea.sonable charge. No other terms or conditions are necessary

or appropriate in granting this petition. 14

14 Petitioners do not believe that the Commission should, or is
empowered to, impose other terms or conditions on this extension.
Section 107 (b), unlike an extension --petition under subsection (c),

{I 0 I.94..o080/extensionI -10- 3131198



E. Obligations Pending Ruling - Tolling

Section 108 of CALEA permits the Attorney General to seek

an order in federal district court to enforce CALEA. 47

u.S.C .. § 1007.

per violation.

CALEA authorizes penalties of S10,000 per day

18 U.S.C. § 2522. Further, standing alone.

and without an extension from the Commission or other relief,

the absence of a stable standard does not relieve Petitioners

from their obligations under CALEA. 47 U.S.C.

§ 1006(a) (3) (B). Thus, if the Commission fails to act on this

petition by October 25, 1998, Petitioners could be subject to

an enforcement action even though this extension petition was

more than timely filed.

Accordingly, Petitioners request that the Commission

expressly toll the CALEA compliance date during the pendency

of this petition in the event that the Commission requires

longer than the remaining time in the compliance period to

decide this matter. Further, if the petition is denied,

Petitioners request that the Commission grant a reasonable

period of time thereafter to permit Petitioners to comply with

the Commission's decision.

explicitly authorizes the Commission to provide a reasonable time
and conditions for compliance with and the transition to any new
standard, including defining the carrier's obligations under
Section 103 during the transition to a new standard. No such
authority is granted to the Commission under the provisions of CALEA
pursuant to which this extension is sought.

[10 I94-0080/extensionJ -11- 3131198



F. Petition Procedures

CALEA does not specify the nature of the Commission's

consultation with the FBI under Section 107. However,

Congress made clear that accountability was to be the hallmark

of CALEA, stating that "all proceedings before the FCC will be

subject to public scrutiny, as well as congressional oversight

and judicial review."1.S Thus, the Commission's consultation

with the Attorney General must be on the record. 16

1.S ~ House Report No. 103-827 at 20, reprinted in 1994
U.S.C.C.A.N 3489, 3500 (emphasis added).

16 This petition is not based on proprietary or confidential
information. There is no reason, therefore, to conduct a closed or
restricted proceeding.

[10\94.o08OJcxtension] -12- 3131198



III. CONCLUSION

For all of the reasons set forth above, AWS, Lucent and

Ericsson request that the Commission grant a two-year

extension of the CALEA compliance date to October 24, 2000,

effective October 25, 1998.

Dated: March 30, 1998.

AT&T Wl:RELESS .SERVICES, INC..

Douglas I. Brandon
Vice President, External Affairs and Law

1150 Connecticut Ave.
4th Floor

Washington, D.C. 20036
(202) 223-9222

LUCENT TECHNOLOGIES INC.

Dean L. Grayson
Corporate Counsel

1825 II Eye " Street, N.W.
Washington, D.C. 20006

(202) 756-7090

ERICSSON INC.

Catherine Wang
Swidler & Berlin

3000 "K" Street, NW
Suite 300

Washington, DC 20007
(202) 424-7837
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